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How to Create
the Nastiest lest Inputs Ever

Inputs on Demand with ISLa

Andreas Zeller - Never work in Theory * Spring 2023



Testing a Server
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Ox1 O0x5 "Hello" ...

payload must be identical

Ox2 0x5 "Hello" ...




Testing with Handcrafted Inputs
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Testing with Random Inputs

OXx02 Ox03 OxOf Oxas4 Ox4b 0Ox2c
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How you can Become a Testing Superhero




Leveraging Languages

O0x1 <length> <payload> <padding>

[ 1 —

0x2 <length> <payload> <padding>




Leveraging Languages

length must match

N

<clilent-request> ::= 0x1 <length> <payload> <padding>

<length> ::= <uintl16>
<payload> ::= <byte>=*
<padding> ::= <byte>=*

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIl')>
<('lIIIIIIIIIIIIIIIIIIIIIIIIIIIII

payload must
be identical

<server-response> ::= 0x2 <length> <payload> <padding>
<length> ::= <uintl16>




Syntax

1/0 Grammar

Semantics

Constraints

N\,

N\

Input Specification Langug

<exchange> ::
<cllent-request> ::
<server-response> ::
<length> ::

<payload>
<padding>

uintl6(<length>) =
<clilent-request>.<p

Specifying Languages

<cllent-request> <server-response>

Ox1 <length> <
Ox2 <'-n27th> <

nay

nay

loac

\

load> <

> <

nadding>

DAC

C

1ng>

™nputs (and outputs)
aeoOduce valid inputs
and mutate following constraints



Specifying Languages

Syntax <exchange>

1/0 Grammar

<client-request> <server-response>

<client-request> Ox1 <length> <payload> <padding>

<server-response> Ox2 <length> <payload> <padding>

<length> = <ulntlé6>

<payload> = <byte>=*

<padding> = <byte>=*
Semantics | uinti6(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV




Producing Inputs

Syntax <exchange>

1/0 Grammar

<client-request> <server-response>

<client-request> Ox1 <length> <payload> <padding>

<server-response> Ox2 <length> <payload> <padding>

<length> = <ulntlé6>
<payload> = <byte>=*
<padding> = <byte>=*
Semantics | uinti6(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV
<exchange>

L1 -



Producing Inputs

Syntax <exchange>

1/0 Grammar

<client-request> <server-response>

<client-request> Ox1 <length> <payload> <padding>

<server-response> Ox2 <length> <payload> <padding>

<length> = <ulntlé6>

<payload> = <byte>=*

<padding> = <byte>=*
Semantics | uinti6(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

L1 -



Producing Inputs

Syntax <exchange>

1/0 Grammar

<client-request> <server-response>

<client-request> Ox1 <length> <payload> <padding>

<server-response> Ox2 <length> <payload> <padding>

<length> = <ulntlé6>

<payload> = <byte>=*

<padding> = <byte>=*
Semantics | uinti6(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

<cllent-request>

L1 -



Producing Inputs

Syntax

1/0 Grammar

Semantics

Constraints

<exchange> ::
<cllent-request> ::
<server-response> ::
<length> ::
<payload> ::
<padding> ::

uintl6(<length>) =

<cllent-request> <server-response>
Ox1 <length> <payload> <padding>
0x2 <length> <payload> <padding>
<ulnti16>

<byte>=*

<pyte>=*

len(<payload>)

<client-request>.<payload> = <server-response>.<payload>

<client-request> <server-response>

[ 1
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ISLA

Input Specification Language



Producing Inputs

Syntax

1/0 Grammar

Semantics

Constraints

<exchange> ::
<client-request> ::
<server-response> ::
<length> ::
<payload> ::
<padding> ::

uintl6(<length>) =

<cllent-request> <server-response>
Ox1 <length> <payload> <padding>
0x2 <length> <payload> <padding>
<ulnti16>

<byte>=*

<pyte>=*

len(<payload>)

<client-request>.<payload> = <server-response>.<payload>

<server-response>

.

ISLA

Input Specification Language



Producing Inputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

Ox1 <length> <payload> <padding> <server-response>

L1 -



Producing Inputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl6>
<payload> ::= <byte>=*
<padding> ::= <byte>=*
Semantics | uinti6(<length>) = len(<payload>) N\,
Constraints ' _ I&“
<client-request>.<payload> = <server-response>.<payload> Input Specification Language
Ox1 <payload> <padding> <server-response>

L1 -



Producing Inputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

Ox1 <ulntl6> <payload> <padding> <server-response>

L1 -



Producing Inputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

Ox1 0x0005 <payload> <padding> <server-response>

L1 -



Producing Inputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints || <client-request>.<payload> = <server-response>.<payload> TNV

Ox1 O0x0005 "hello" <padding> <server-response>

L1 -



Producing Inputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

Ox1 O0x0005 "hello" Ox0 Ox0... <server-response>

L1 -



Parsing Outputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

Ox2 O0x0005 "hello" 0x0 0x0...
Ox1 O0x0005 "hello" Ox0 Ox0... <server-response>

L1 -



Parsing Outputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

Ox2 0Ox0005 "hello" 0Ox0 0x0...
Ox1 Ox0005 "hello" Ox0 0x0... 0x2 <length> <payload> <padding>

L1 -



Parsing Outputs

Syntax <exchange> ::

1/0 Grammar

<client-request> <server-response>

<cllent-request> ::= 0x1l <length> <payload> <padding>

<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl16>

<payload> ::= <byte>=*

<padding> ::= <byte>=*
Semantics | uvinti6e(<length>) = len(<payload>) I\‘“
Constraints |  <client-request>.<payload> = <server-response>.<payload> TNV

OTZ @xﬂ@@S "heHlo" Ox0 Px@...
Ox1 O0x0005 "hello" Ox0 Ox0... 0x2 <uintl6> <payload> <padding>

L1 -



Parsing Outputs

° [////////7//7/7/7/7

Syntax <exchange> ::= <client-request> <server-response> Toot
/O Grammar <client-request> ::= 0x1 <length> <payload> <padding> generation

<server-response> ::= 0x2 <length> <payload> <padding> problem
. ///////////////77/
<length> = <ulntle> 11771111111777117

<payload> = <byte>=* Oracle

<padding> ::= <byte>=* problem
[//////////7//7/7/7

Semantics | uinti6(<length>) = len(<payload>) I\‘
. , N\

Constraints |  <client-request>.<payload> = <server-response>.<payload> Input Specification Language

OXx1 Ox0005 "hello" Ox0 OxO0... Ox2 OxO0005 "hello" Ox0 Ox06...

1 —v— [



Nasty Inputs: Buffer Overflows

Syntax <exchange>

1/0 Grammar

<client-request> <server-response>

<client-request> Ox1 <length> <payload> <padding>

<server-response> Ox2 <length> <payload> <padding>

<length> = <ulntlé6>
<payload> = <byte>=*
<padding> = <byte>=*

Semantics | uinti6(<length>) = len(<payload>)
Constraints
len(<payload>) > 1000000000

A = A
Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 Ox1 O

L .

[ 1




Nasty Inputs: SQL Injections

Syntax <exchange>

1/0 Grammar

<client-request> <server-response>

<client-request> Ox1 <length> <payload> <padding>

<server-response> Ox2 <length> <payload> <padding>

<length> = <ulntlé6>
<payload> = <byte>=*
<padding> = <byte>=*

Semantics | uinti6(<length>) = len(<payload>)

Constraints

<client-request>.<payload> =
"'): DROP TABLE CUSTOMERS --"

Ox1 '); DROP TABLE CUSTOMERS --
INSERT INTO LOG VALUES ('payload: ');

:| DROP TABLE CUSTOMERS --')

[ 1



Syntax

1/0 Grammar

Semantics

Constraints

Ox1 <button>Close<button> ...

[ 1

<exchange>
<cllent-request>
<server-response>
<length>

<padding>

uintl6(<length>) =

<payload> ::

Nasty Inputs: HTML Injections

<client-request> <server-response>

Ox1 <lengt
Ox2 <lengt
<uintle6>
<pbyte>=*

<pyte>=*

len(<payload>)

<client-request>.<payload> =
"<button>Close<button>"

.
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Syntax

1/0 Grammar

Semantics

Constraints

<exchange> ::
<cllent-request> ::
<server-response> ::
<length> ::

<
<

uintl6(<length>) =

nayload> ::
nadding> ::

Nasty Inputs: All Together

<client-request> <server-response>

Ox1 <lengt

Ox2 <lengt
<ulntl16>

<
<

oyte>x*

oyte>*

len(<payload>)

1> <

N> <

nay

nay

loac

<client-request>.<payload> = <nasty-input>

.

load> <

> <

DAC

nadding>

ding>
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Nasty Inputs: All Together

nadding>
1ng>
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Syntax <exchange> ::= <client-request> <server-response>
/O Grammar <client-request> ::= 0x1 <length> <payload> <
<server-response> ::= 0x2 <length> <payload> <
<length> ::= <uintl16>
<payload> ::= <byte>=*
<padding> ::= <byte>=
Semantics | uinti6(<length>) = len(<payload>)

Constraints

<client-request>.<payload> = <nasty-input>

<buffer-overflow-input> |
<sql-injection-input> |
<html-injection-input> |

Nasty Inputs | <nasty-input> ::

Attacks

L1 -
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How to Become a Testing Superhero Testing with Language Specs

Q Q Syntax <exchange> ::= <client-request> <server-response> //”//{'/e/;/t”””
/O Grammar <client-request> ::= 0x1 <length> <payload> <padding> generation
<server-response> ::= 0x2 <length> <payload> <padding> problem
. 11111711777/ ///777
<length> ::= <uintl16> I1111111111111117
<payload> ::= <byte>=* Oracle
<padding> ::= <byte>=* problem
1111111771/ ///777
Semantics | uinti6(<length>) = len(<payload>)
Constraints | <c{jent-request>.<payload> = <server-response>.<payload>
Q@ o Q o @ o
‘i:!;ll" [::;;;:]
Testing Monitoring

Nasty Inputs

Syntax <exchange> ::= <client-request> <server-response>
/O Grammar <client-request> ::= 0x1 <length> <payload> <padding>
<server-response> ::= 0x2 <length> <payload> <padding>

<length> ::= <uintl6>
<payload> ::= <byte>=*

= The Fuzzing Book + i= About this Book v © Resources v ®) Share v © Help v

The Fuzzing Book

Tools and Techniques for Generating Software Tests

by Andreas Zeller, Rahul Gopinath, Marcel Bohme, Gordon Fraser, and Christian Holler

About this Book

Welcome to "The Fuzzing Book"! Software has bugs, and catching i [EESRLERECELE LS SRR E UL UL g
addresses this problem by automating software testing, specifically by

£ / ; / have seen the development of novel techniques that lead to dramatic
testing. They now are mature enough to be assembled in a book - eve T h e De b u g g | |

from fuzzingbook_utils import YouTubeVideo :
YouTubeVideo( "w4u5gCgPlng") Tools and Techniques for ¢

by Andreas Zeller

About this Book

: - ;
® o ‘ _/) Welcome to "The Debugging Book'
4 - addresses this problem by automating
Recent years have seen the development of novel techniques that lead to dramatic improvements in automated software
- el d e L € - debugging. They now are mature enough to be assembled in a book - even with executable code.
> ~ 3 fom bool'(t:i.'ls mport YouTubeVideo
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Y @AndreasZeller M @AndreasZeller@mastodon.social [ .

<padding> ::= <byte>=*

Semantics | uinti6(<length>) = len(<payload>) o’

_ \
Constraints | . c1ient-request>.<payload> = <nasty-input>

Nasty Inputs | <nasty-input> ::= <buffer-overflow-input> |
Attacks <sql-injection-input> |
<html-injecdi ]

»m oo
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http://fuzzingbook.org
http://debuggingbook.org

